Ref. Ares(2024)3130247 - 29/04/2024

CJTREIO

TRaining on European
Investigation Order

JUSTICE PROGRAMME (2014-2020)
JUST-AG-2019

Action grants to support transnational projects on
judicial training covering civil law, criminal law or
fundamental rights

Grant Agreement No. 882068

TREIO
TRaining on European Investigation Order

Policy Briefs
Deliverable D5.6

The contents of this deliverable are the sole responsibility of the authors and can in no way be taken
to reflect the views of the European Commission.

This project was funded by the European Union’s Justice
Programme (2014-2020) under Grant Agreement No. 882068

www.treio.eu




CJTREIO

Project co-funded by the European Commission within the Justice Programme (2014-2020)
Dissemination Level:
PU Public X
© Confidential, only for members of the consortium (including the Commission
Services)
CI Classified Information (Commission Decision 2005/444/EC)
Document Version Control:
Version 0.1 | Originated by George Dimitrov, LIBRe On 18/01/2024
Version 0.2 | Amended by George Dimitrov, LIBRe On 30/01/2024
Version 0.3 | Reviewed and approved by Alexandra Tsvetkova, LIBRe | -
2/5

;'*'; This project was funded by the European Union’s Justice
Faax” Programme (2014-2020) under Grant Agreement No. 882068



CSTREIO

Summary of Results

This document is developed in accordance with the description of activities under
Grant Agreement No 882068, ‘TRaining on European Investigation Order’ (TREIO). It
reflects the overall objectives of the TREIO Project in creating at EU-wide standardized
and uniform training curricular and materials on the European Investigation Order
(EIO) with guidelines on their adoption and customization to different jurisdictions,
delivering a real-time simulation of an EIO form and evidence exchange and providing
related e-learning courses, while packaging the TREIO set of tools in a Training Toolkit
and guidelines for all-round EIO training adoption across EU and delivering an Action
Plan for future actions on EIO training for all EU Member States.

While disseminating information and raising the stakeholders’ awareness on the tools
developed by the TREIO Project are not considered core activities, they are key to
reaching the project audience and ensuring the engagement of the stakeholders at
EU level. The TREIO Dissemination and Communication Strategy is carried out under
Work Package 5 ‘Dissemination and Stakeholder Awareness’ that serves to design and
implement the communication and dissemination activities under the TREIO Project,
including building strong relations with stakeholders and disseminating the project
results across the widest possible range of audiences. It is closely related to all other
activities of the TREIO Project and is developed as an overall strategy for using and
further exploiting the activities and the outputs generated by the project.

Important part of the communication framework is the development of appropriate
communication materials. In line with the above, the present document provides
access to the policy briefs developed under Works Package 4 ‘TREIO Toolkit and
Guidelines’ (Task 4.2 ‘Validation of the preliminary TREIO Toolkit design with key
stakeholders”) and covering key aspects of the TREIO Toolkit.

The purpose of the policy briefs is to complement the Toolkit and its related
documents and information and to present in brief specific topics of the TREIO
reference training framework that have been subject to questions and inquiries from
practitioners. The selected topics cover the project methodology and core elements
of the TREIO Toolkit (and the Toolkit per se), and include:

— summary of the TREIO Training Methodology, resulting in Policy Brief #1,
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— presentation of the training sessions dealing with issuing an EIO using the e-
Evidence Digital Exchange System (eEDES), resulting in Policy Brief #2,

— presentation of the training sessions dealing with receiving and executing an
EIO using eEDES, resulting in Policy Brief #3,

— presentation of the TREIO eEDES Simulator as part of the training framework,
resulting in Policy Brief #4, and

— introduction to the TREIO Toolkit as a tool for enhancing the European judicial
cooperation, resulting in Policy Brief #5.

The policy briefs have been originally developed in English and later translated in
eleven other EU languages (Bulgarian, Croatian, Czech, French, German, Greek,
Italian, Latvian, Lithuanian, Portuguese, and Spanish). All language versions are
available on the project website.!

The policy briefs in English are presented as Appendices to the present document.

! https://treio.eu/a/policy-briefs
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Appendices

Policy Brief #1. Transforming European Investigation Order: the TREIO Training
Methodology (English)

Policy Brief #2. Training on Issuing an European Investigation Orders (EIOs) with
TREIO (English)

Policy Brief #3. Receiving and Executing an EIO — TREIO Practical Training
(English)

Policy Brief #4. Training on Preparing and Issuing an European Investigation
Orders (EIOs) using TREIO’s eEDES Simulator (English)

Policy Brief #5. TREIO Training Toolkit for Enhanced European Judicial
Cooperation (English)
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TRaining on European
Investigation Order

Transforming European Investigation Order: the TREIO
Training Methodology

Policy Brief #1

Introduction

The ‘TRaining on the European Investigation Order’ (TREIO) Project!, funded by the
European Union, aims to enhance the effectiveness of the European Investigation
Order (EIO) by providing standardized training materials to the practitioners involved
in the implementation of this legal instrument. The TREIO training materials,
developed in conjunction with the e-Evidence Exchange Digital System (eEDES)?2
launch, offer comprehensive guidance for practitioners involved in cross-border
criminal investigations. The training methodology employs a cascading approach,
empowering expert practitioners to become trainers, ensuring widespread adoption
and proficiency in utilizing the EIO and eEDES.

Scope and Aim

TREIO seeks to deliver practical, EU-wide standardized training on the EIO and eEDES,
while also offering guidelines for customization to diverse jurisdictional contexts. The
training targets judges, prosecutors, and other competent authorities involved in the
issuing and execution of EIOs. Its modular and multilevel design caters to varying
levels of expertise and aims to bridge knowledge gaps identified through thorough
needs assessment.

Training Cascading Approach

! https://treio.eu

2 A system designed for exchanges of forms, documents and evidences under the EIO workflow, among other
judicial cooperation instruments, under a project run by Directorate-General Justice and Consumers, Unit JUST.B.3,
to the European Commission, also known as reference implementation software under Regulation (EU) 2023/2844
of the European Parliament and of the Council of 13 December 2023 on the digitalisation of judicial cooperation
and access to justice in cross-border civil, commercial and criminal matters, and amending certain acts in the field
of judicial cooperation.

;'”; This project was funded by the European Union’s Justice
i Programme (2014-2020) under Grant Agreement No. 882068

www.treio.eu


https://treio.eu/

CSTREIO

The cascading training methodology employed by TREIO facilitates the dissemination
of knowledge and skills to a broader audience across Member States. By training
practitioners to become trainers themselves, the initiative ensures sustainable
capacity-building and widespread adoption of best practices. This approach fosters
continuous learning and adaptation within national contexts, leading to more effective
implementation of the EIO and eEDES.

Training Set Evolution

The training materials have undergone iterative refinement based on feedback and
results from initial training sessions. Additionally, a refinement in the training
methodology introduced a bifurcation into national and international training sessions,
catering to the specificities of jurisdictional contexts and implementation differences
of the EIO Directive3. The modular design of the training materials allows for flexibility
in adaptation to varying national contexts and extended training periods.

About the Training Materials

The training materials provide a comprehensive coverage of the EIO and eEDES,
combining legal aspects with practical, hands on exercises. The curriculum is designed
to address the needs and priorities of participants, offering flexibility and promoting
engagement with real-world scenarios. Assumptions underlying the development of
the materials include trainers’ familiarity with European legal assistance framework
and context while also emphasizing the importance of contextual adaptation of the
training materials and translation accuracy.

Additionally, as part of the training process, pre-training and post-training evaluation
questionnaires are utilized to assess participants’ knowledge, experiences, and
perceptions. The pre-training evaluation questionnaire, provided separately, gauges
trainees’ familiarity with the EIO Directive and the e-Evidence Digital Exchange
System. Questions include inquiries about previous training experiences and self-
assessment of knowledge levels. Conversely, the post-training evaluation
questionnaire, also distributed as a separate handout, seeks feedback on the
effectiveness of the training, perceived learning outcomes, changes in behavior and

3 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European
Investigation Order in criminal matters, OJ L 130, 1.5.2014, p. 1-36, https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A320141.0041
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attitudes, and confidence levels in teaching others. These evaluations play a crucial
role in refining training methodologies and ensuring the continuous improvement of
the TREIO training programme.

Target Groups and Training Objectives

The training targets judges, prosecutors, and other relevant authorities, aiming to
equip them with the necessary legal knowledge and practical skills to issue and
execute EIOs using eEDES. Learning outcomes include a structured understanding of
EIO procedures, identification of common challenges, and proficiency in utilizing
eEDES effectively.

Training Curriculum

The training is structured into four main topics, covering the scope of the EIO, issuing,
receiving and executing EIOs, and notification of interception of telecommunications
(ITN) and mutual legal assistance (MLA). Each topic comprises multiple sessions,
addressing specific subthemes and providing detailed guidance for trainers.

Structure of the Training

The training is designed to span two half days, with a flexible curriculum adaptable to
varying national contexts. The delivery format includes plenary discussions, group
activities, and reflection sessions. A suggested schedule provides a framework for
trainers to facilitate effective learning and engagement among participants.

Delivering the Training

Trainers are encouraged to invest significant time in preparation, ensuring familiarity
with the materials, contextual adaptation, and proficiency in using eEDES. The training
can be conducted in person or online, focusing on creating an inclusive and interactive
learning environment. Evaluation processes are integral to the training, allowing
feedback and reflection on learning outcomes and training effectiveness.

Conclusion

%o : ) ) : 3/4
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The TREIO training methodology represents a comprehensive and adaptable
approach to capacity-building in the utilization of the EIO and eEDES across Member
States. By empowering practitioners to become trainers themselves and facilitating
continuous learning and adaptation, the initiative aims to enhance the efficiency and
effectiveness of cross-border criminal investigations within the European Union.
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Investigation Order

Training on Issuing an European Investigation Orders
(EIOs) with TREIO

Policy Brief #2

Introduction

The European Investigation Order (EIO) is a vital instrument for judicial cooperation
between Member States of the European Union, facilitating the execution of
investigative measures across borders. Understanding the scope, procedures, and
intricacies of issuing and executing EIOs is crucial for law enforcement authorities to
effectively combat transnational crime.

The ‘TRaining on the European Investigation Order’ (TREIO) Project!, funded by the
European Union, aims to enhance the effectiveness of the EIO by providing
standardized training materials to the practitioners involved in the implementation of
this legal instrument. The training methodology employs a cascading approach,
empowering expert practitioners to become trainers, ensuring widespread adoption
and proficiency in utilizing the EIO and e-Evidence Exchange Digital System (eEDES)>.

This policy brief outlines the key objectives and content of a training session on issuing
an EIOs.3

Session: Scope of the EIO as an Instrument

This session provides an overview of legal instruments for cooperation, defines what
an EIO is, and outlines its scope. Participants will learn when to use an EIO and the
legal framework surrounding its issuance and execution. Key messages include the

! https://treio.eu

2 A system designed for exchanges of forms, documents and evidences under the EIO workflow, among other
judicial cooperation instruments, under a project run by Directorate-General Justice and Consumers, Unit JUST.B.3,
to the European Commission, also known as reference implementation software under Regulation (EU) 2023/2844
of the European Parliament and of the Council of 13 December 2023 on the digitalisation of judicial cooperation
and access to justice in cross-border civil, commercial and criminal matters, and amending certain acts in the field
of judicial cooperation.

3 Focusing in particular on Module 1, Sessions 1.1 to 1.4, of the TREIO curricula.
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importance of understanding different legal instruments for cooperation and
recognizing the scope and role of EIOs.

Session: Issuing an EIO

Participants will become familiar with Annex A of the EIO Directive* and learn to issue
an EIO using eEDES. Aspects of urgency, relation to earlier EIOs, and identifying
persons concerned are covered. Key messages emphasize the use of eEDES to
facilitate the issuance of EIOs and the importance of precision in completing Annex A.

Session: Investigative Measures

This session discusses the types of investigative measures that can be ordered in an
EIO, focusing on Section C of Annex A. Additional requirements for certain measures
and obtaining information on bank and other financial accounts are explored.
Participants learn that investigative measures are not limited to suspects and must be
necessary and proportionate.

Session: Grounds for Issuing an EIO

Participants examine the grounds for issuing an EIO, as outlined in Section G of Annex
A. Topics include summarizing facts, describing the criminal act, and listing applicable
statutory provisions. Key messages stress the importance of clarity and completeness
in describing the grounds for issuing an EIO.

Conclusion

Training sessions on issuing and executing EIOs are essential for enhancing cross-
border cooperation and improving the effectiveness of law enforcement efforts within
the EU. By understanding the scope, procedures, and legal requirements associated
with EIOs, competent authorities can ensure efficient and lawful execution of
investigative measures, contributing to the fight against transnational crime.

4 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European
Investigation Order in criminal matters, OJ L 130, 1.5.2014, p. 1-36, https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32014L0041
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This policy brief provides an overview of the training content and highlights key
messages to be conveyed during each session. It underscores the importance of EIOs
as a valuable tool for judicial cooperation and encourages continued efforts to
strengthen collaboration among EU Member States in combating crime.
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TRaining on European
Investigation Order

Receiving and Executing an EIO —TREIO Practical
Training
Policy Brief #3

Introduction

The European Investigation Order (EIO) is a vital instrument for judicial cooperation
between Member States of the European Union, facilitating the execution of
investigative measures across borders. Understanding the scope, procedures, and
intricacies of issuing and executing EIOs is crucial for law enforcement authorities to
effectively combat transnational crime.

The ‘TRaining on the European Investigation Order’ (TREIO) Project!, funded by the
European Union, aims to enhance the effectiveness of the EIO by providing
standardized training materials to the practitioners involved in the implementation of
this legal instrument. The training methodology employs a cascading approach,
empowering expert practitioners to become trainers, ensuring widespread adoption
and proficiency in utilizing the EIO and e-Evidence Exchange Digital System (eEDES)>.

Module 2 of the TPEIO curricular focuses on receiving and executing EIOs, with a
specific session dedicated to reflecting on using the eEDES. The training includes
sharing participants’ experiences in issuing an EIO and increasing their familiarity with
the legal instrument and eEDES features.

Reflections on Using eEDES

In the very begining of the module, participants reflect on their experiences using
eEDES. The session emphasizes that eEDES is user-friendly and offers several
functions that improve upon traditional methods. Participants are encouraged to share

! https://treio.eu

2 A system designed for exchanges of forms, documents and evidences under the EIO workflow, among other
judicial cooperation instruments, under a project run by Directorate-General Justice and Consumers, Unit JUST.B.3,
to the European Commission, also known as reference implementation software under Regulation (EU) 2023/2844
of the European Parliament and of the Council of 13 December 2023 on the digitalisation of judicial cooperation
and access to justice in cross-border civil, commercial and criminal matters, and amending certain acts in the field
of judicial cooperation.
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positive aspects of eEDES, such as its ease of use and enhanced efficiency, while also
discussing any concerns or areas for improvement. Key messages include the
simplicity of eEDES, its beneficial features, and ongoing development for further
enhancements.

Receiving and Executing an EIO

Three consecutive sessions delve into the practical aspects of receiving and executing
EIOs, covering topics such as the role of the executing authority, deadlines, grounds
for non-execution, and the use of eEDES in the process. Key messages from these
sessions include:

— The executing authority plays a crucial role in recognizing and executing EIOs,
with obligations to acknowledge receipt promptly.

— Annex B confirmation of receipt is vital for communication between issuing
and executing authorities, and eEDES simplifies this process.

— Grounds for non-recognition and non-execution are exhaustive, and eEDES
aids in executing EIOs efficiently.

— The use of eEDES streamlines communication and execution processes,
benefiting both issuing and executing authorities.

Notification of Interception of Telecommunications and Mutual Legal
Assistance Requests

Another sessions addresses the notification of interception of telecommunications
(ITNs) and Mutual Legal Assistance (MLA) requests, focusing on using eEDES for
Annex C notifications and MLA requests. Key messages include:

— EIOs can be issued for interception of telecommunications with or without
technical assistance from another Member State.

— Annex C notifications are crucial for informing Member States about
interceptions, and eEDES facilitates this process.

— Understanding the legal framework of interception laws in Member States is
essential for effective communication and cooperation.

* % . . . . 2 3
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— eEDES provides a platform for issuing Annex C notifications and MLA requests,
promoting efficient cross-border collaboration.

Conclusion

Module 2 of the TPEIO curricular equips participants with the knowledge and skills to
receive, execute, and communicate EIOs using eEDES effectively. By reflecting on
their experiences and understanding the practicalities of EIO processes, participants
can contribute to enhanced judicial cooperation across the European Union. The use
of eEDES not only streamlines administrative procedures but also fosters collaboration
and efficiency in cross-border investigations, ultimately strengthening the European
judicial framework.

* % . . . . 3 3
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TRaining on European
Investigation Order

Training on Preparing and Issuing an European
Investigation Orders (EIOs) using TREIO’s eEDES
Simulator

Policy Brief #4

Overview

The ‘TRaining on the European Investigation Order’ (TREIO) Project!, funded by the
European Union, has developed a training methodology and a practical, EU-wide
standardized training on the European Investigation Order (EIO) and e-Evidence
Exchange Digital System (eEDES)?, while also offering guidelines for customization to
diverse jurisdictional contexts.

One particular module, dedicated to take-home tasks, is designed to reinforce the
knowledge gained in previous sessions and provide participants with practical
experience in issuing an EIO using the eeEDES. The session comprises three tasks:

e Preparing a draft EIO in eEDES
e Reviewing the draft EIO
e Sending the EIO.

The primary objectives of these tasks are to enable participants to practice using
eEDES and to reflect on the workflow involved in issuing an EIO.

Task 1: Preparing a Draft EIO in eEDES

Participants are tasked with preparing a draft EIO using eEDES based on a given
scenario involving fraudulent activity between two companies based in different

! https://treio.eu

2 A system designed for exchanges of forms, documents and evidences under the EIO workflow, among other
judicial cooperation instruments, under a project run by Directorate-General Justice and Consumers, Unit JUST.B.3,
to the European Commission, also known as reference implementation software under Regulation (EU) 2023/2844
of the European Parliament and of the Council of 13 December 2023 on the digitalisation of judicial cooperation
and access to justice in cross-border civil, commercial and criminal matters, and amending certain acts in the field
of judicial cooperation.
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Member States. The aim is for participants to practice initiating a new EIO, completing
Annex A, and filling in relevant sections for special measures. This task provides
hands-on experience in drafting an EIO and preparing it for review.

Task 2: Reviewing the Draft EIO

After completing the draft EIO, participants assume the role of a reviewer to assess
the document's accuracy and completeness. They then send the draft back for any
necessary amendments before finalizing it as the author and preparing it for
transmission. This task allows participants to familiarize themselves with different
roles in the EIO issuance process and emphasizes the importance of collaboration and
thorough review.

Task 3: Sending the EIO

In the final task, participants validate, sign, and send the completed EIO for
transmission to the executing authority. This task reinforces the steps discussed in a
previous session on transmitting an EIO and provides participants with practical
experience in the validation and transmission process. By completing this task,
participants gain confidence in navigating eEDES and carrying out essential actions
required to issue an EIO effectively.

Conclusion

These take-home tasks serves as a valuable opportunity for participants to apply their
knowledge of issuing EIOs using eEDES in a simulated environment. Through practical
exercises, participants gain hands-on experience in drafting, reviewing, and
transmitting EIOs, thereby enhancing their proficiency in utilizing eEDES for cross-
border judicial cooperation. These tasks reinforce learning and promote collaboration
and critical thinking, which are essential for effective investigative procedures in the
European Union.

For this purpose, the TREIO Project has developed an eEDES simulator to deliver real-
time and immersive training opportunities which simulate the EIO forms and evidence
exchanges customized to different scenarios.
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TRaining on European
Investigation Order

TREIO Training Toolkit for Enhanced European Judicial
Cooperation

Policy Brief #5

Introduction

The ‘TRaining on the European Investigation Order’ (TREIO) Project!, stemming from
collaborative efforts between EXEC, EVIDENCE2e-CODEX, and e-Evidence Projects,
aims to facilitate enhanced European judicial cooperation through comprehensive
training initiatives. With a focus on the European Investigation Order (EIO) and its
electronic exchange via the e-Evidence Digital Exchange System (eEDES)?, TREIO
seeks to standardize training across European Member States while addressing
specific cross-border challenges.

Building up of the TREIO Training

TREIO's training strategy addresses the convergence of legal frameworks and digital
tools, recognizing the need for a mindset shift and increased knowledge among
judicial stakeholders. Through thorough needs assessment and consultation with key
stakeholders and expert practitioners, TREIO identified key challenges, including the
lack of standardized training, varied legal and operational practices across Member
States, and underutilization of digital tools like eEDES.

TREIO Toolkit

The TREIO Toolkit serves as a comprehensive resource, providing modular and
adaptable training materials suitable for diverse judicial stakeholders. It encompasses

! https://treio.eu

2 A system designed for exchanges of forms, documents and evidences under the EIO workflow, among other
judicial cooperation instruments, under a project run by Directorate-General Justice and Consumers, Unit JUST.B.3,
to the European Commission, also known as reference implementation software under Regulation (EU) 2023/2844
of the European Parliament and of the Council of 13 December 2023 on the digitalisation of judicial cooperation
and access to justice in cross-border civil, commercial and criminal matters, and amending certain acts in the field
of judicial cooperation.
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traditional training modules, e-learning resources, and the innovative eEDES
Simulator, facilitating hands-on learning experiences. The Toolkit fosters legal
understanding and technical proficiency by targeting judges, prosecutors, and
administrative staff involved in EIO procedures.

Training Courses and Lessons Learnt

Throughout the project, TREIO conducted training courses across Member States,
gathering valuable insights and experiences. Lessons learned from these sessions
inform ongoing improvements and help avoid common pitfalls in future training
endeavors. A dedicated space for sharing experiences and recordings of training
sessions ensures continuous learning and dissemination of best practices.

Addressing Potential Issues and Questions

About potential issues and questions arising from the issuing and execution of EIOs,
the training approach and content developed within TREIO act as a tool to bridge the
gaps existing between practitioners concerning knowledge and mutual trust,
facilitating communication and mutual understanding between judicial authorities.
Issues addressed include questions regarding the scope and suitability of the EIO, the
non-recognition or refusal of the EIO by the executing State, the need for timely
involvement and intervention in urgent cases, and the application of specific
investigative measures, including interception of telecommunications and gathering
financial information from banks. Training initiatives within TREIO aim to equip judicial
authorities with the knowledge and skills necessary to navigate these complexities
effectively, ensuring smoother execution of EIOs and fostering greater cross-border
cooperation.

Transferability and Re-usability

The TREIO Toolkit is designed for widespread adoption and long-term sustainability.
With freely accessible materials, stakeholders can tailor training initiatives to their
national contexts, combining various tools to suit specific needs. The Toolkit's modular
nature enables reusability across Member States, facilitating ongoing training efforts
even beyond the project's duration.
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Conclusion

The TREIO Training Toolkit represents a pivotal step towards harmonizing European
judicial cooperation and optimizing the use of legal and technological tools like the
EIO and eEDES. By promoting knowledge exchange, standardization, and digital
proficiency among judicial authorities, TREIO contributes to a more efficient and
effective cross-border investigative process. Moving forward, the Toolkit's transferable
and re-usable nature ensures continued advancements in European legal cooperation.

Key Recommendations:

Encourage Member States to adopt and customize TREIO Toolkit materials to
their specific contexts.

Emphasize the importance of ongoing training initiatives and knowledge
sharing among judicial authorities.

Foster collaboration between central and local authorities to coordinate and
implement national training strategies.

Promote awareness and utilization of digital tools like eEDES, alongside
traditional training methods.

Ensure continuous evaluation and refinement of training materials based on
lessons learnt and evolving legal frameworks.
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