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List of Abbreviations

Acronym Explanation

eEDES e-Evidence Digital Exchange System. A project developed
and led by the European Commission aims at managing
the exchange of judicial cooperation requests and
responses including e-evidence in the context of the EIO
Directive and MLA conventions through a web-based

application.
EIO European Investigation Order, Directive 2014/41
MSs Member States of the European Union
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Executive Summary

This deliverable is D4.1 TREIO Toolkit Preliminary Design and aims at presenting the
strategy that will be adopted for building up the final version of the TREIO Toolkit that
will be available online on the TREIO Project website www.treio.eu .

6/17
This project was funded by the European Union’s Justice /
Programme (2014-2020) under Grant Agreement No. 882068



http://www.treio.eu/

YJTREIO
1. TREIO Project and goals

Training on European Investigation Order’ (TREIO) Project originated from
the combined efforts of three projects - EXEC, EVIDENCE2e-CODEX and e-Evidence,
working together to build up the secure and trusted infrastructure allowing the
exchange of EIO forms and evidences between judicial authorities of the Member
States.

The European Investigation Order has become one of the most used tools in
investigations of crimes that have a cross-border element within the European Union.
Evaluation studies on the implementation of the EIO Directive show that improved
and accessible training focusing on the more intricate aspects of the EIO in a cross-
border context may contribute to a more efficient and effective way of obtaining the
desired results when using an EIO.

Furthermore, the European Commission (EC) has launched — together with Member
States — the e-Evidence Exchange Digital System (eEDES). This system allows for the
issuing and executing of an EIO to take place in an electronic environment common
to all judicial authorities, and it is seen as another measure to improve the working of
the EIO.

TREIO developed and piloted an all-round cross-border training on the European
Investigation Order implementation to foster the use and successful exchange of EIO
forms and evidences across Europe. TREIO aims to deliver EU-wide standardized and
uniform, yet practical, training curricular and materials on the European Investigation
Order (EIO) and its electronic exchange using the e-Evidence Digital Exchange System
(eEDES).

To this aim TREIO provides a Reference Training Framework (TREIO Toolkit) tailoring
the content to cross-border specifics - investigative measures, cooperation,
procedures, safeguards, data protection compliance, technical aspects of the EIO
exchange- as well as to the different needs of the judicial stakeholders when facing
national training and organization/management of training.

The TREIO Toolkit was created to be re-use and transferable.

The TREIO Toolkit includes all the different tools realized under the duration of the
TREIO Project aiming at the implementation of a tailored made training for judicial
authorities for fostering the correct use of EIO in the criminal investigations” domain.
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TREIO training content is designed as modular and multilevel. It addresses judges,
investigative judges, prosecutors, members of other competent authorities (as
identified in Article 2 of the EIO Directive) and higher administrative staff employed
by a judicial authority and involved in the issuing and execution of an EIO. The training
materials build on a needs-assessment carried out as part of the TREIO Project which
included a literature review of needs and several sessions with person experienced in
the field of the EIO.

Further, the Project provides guidelines on the adoption and customization of these
training materials to different jurisdictional contexts and legal specifics and procedures
taking place on national level.

Therefore, the aim of the TREIO training set (guidelines, explanatory materials, slide
decks, etc.) is to provide sufficient materials to be used by trainers to train other
professionals to become trainers and/or to use these materials for the training with
persons less familiar with the EIO and eEDES.

2. Building up of the TREIO Training

There were to main challenges on the table to be combined when TREIO kicked off:
The EIO Directive and the E-EDES digital System. So, the legal instrument to be
combined with the digital instrument. Law meeting technology. These two faces were
to be put together for the successful implementation of the EIO procedure. Two very
different aspects of the same coin that required and demanded a big change in the
mentality and management of the judiciary.

The TREIO Philosophy was to think that for producing the change it is first needed to
generate knowledge, awareness and trust among stakeholders that will be involved
in the use of the new digital tools. And training is the most important tool to achieve
these three goals.

An in-depth analysis of the different realities existing across Europe on the
implementation of the European Investigation Order (EIO) Directive and the various
barriers and gaps hampering its full enrolment, was performed in June 2018 - March
2019 across 16 Member States. The study was conducted with the combined efforts
of three projects - EXEC, EVIDENCE2e-CODEX and e-Evidence, working together to
build up the secure and trusted infrastructure allowing the exchange of EIO forms and
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evidences between European judicial authorities. It also generated the concepts on
which the ‘TRaining on European Investigation Order’ (TREIO) Project is built.

The study showed that there was a specific need to generate the necessary awareness
of actors involved by properly disseminating information and knowledge about the
procedures and the legal framework in which these procedures would be needed, to
create a specific cross-border training for magistrates and court staff to understand,
accept and finally promote the EIO forms exchange and the exchange of electronic
evidence.

There was lack of standardized training as existing training courses are developed at
national level without any overall uniformity or agreement on the training programs.

There was lack of global vision as the training courses are organized mostly only for
judicial and not for court or administrative staff.

Topics taught during the trainings were not globally referring to the EIO in general
but limited only to some specific aspects.

There was a variety of legal and operational differences across MSs: still unclear
interaction between EIO and Mutual Legal Assistance (MLA) instruments, missing
general obligation for the MSs to officially report on EIO issued and transmitted,
unclear competences of the administrative authorities when acting as competent
authorities under the EIO Directive, issues with the identification of the competent
executing authority, varying language regimes, still primarily manual dealing with
EIO/MLA procedures and human-based evidence exchange, problems with
exchanging large files of evidence, etc.

The use of the new tool which would be launched by the EC for the electronic
exchange of EIO forms and evidence was completely ignored by the Member States
at the time.

57% of the respondents showed specific interest in a future training on the e-Evidence
Digital Exchange System, 22% were primarily interested in administering EIO forms
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and applying the relevant procedures and safeguards, 17% focused on the need of
more information and training on the technical aspects of the EIO implementations,
and the rest — on the business side of the process.

Therefore, the training was conceived taking into consideration all aspects of the
judicial background in the different MSs. At the end the feeling is that not one unique
training was implemented but more than 12 trainings have been produced as in each
MS the specificities were included and the training was adapted to each national
context of the single Member State also considering major adjustments put in place.

The training is developed to assist judicial authorities in Member States in the training
of colleagues involved in the issuing and executing of EIOs using eEDES. Hence, they
take a dual approach combining a training on legal aspects of the EIO with hands-on
exercises using the eEDES. The training follows the workflow of the eEDES system
focusing on the legal consequences/implications of the different steps along the way.

The training is planned to be interactive, combining structured information blocks with
analysis and reflection based on practice and case studies and building on the
experience of participants. It follows best practices found in the Advice for Training
Providers: European Judicial Training.

3. Target Audience of the TREIO

Training are mainly composed of:
— judges responsible for the issuing and/or executing of an EIO
— prosecutors responsible for the issuing and/or executing of an EIO

— members of other competent authorities (identified in Article 2 of the EIO
Directive)

— higher administrative officials employed at a judicial authority and who may
be responsible of assisting judges and prosecutors responsible for the issuing
and/or executing of an EIO.

The Training has been designed with four important characteristics in mind:
— To respond to the needs, priorities, and interests of participants
— To provide a flexible approach, allowing to meet these needs

— To stimulate the connection with the participants’ own practice
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— To be replicable by those participants who want to become multipliers and
contribute to the professional development of their peers.

TREIO training content is designed in a modular, multidisciplinary, and multilevel
manner.

It addresses different stakeholders: prosecutors, judges, court staff, administrative
officials, and lawyers; depending on their competences, day-to-day activities within
the EIO implementation context and prior knowledge in this field.

It combines legal requirements and procedures with best practices, case law, case
studies (use cases), visuals, tutorials, and tools. It reflects on the jurisdictional
differences, gaps, and language regimes across the Member States.

It reflects the varying cross-border issues - business logic, legal aspects, relevant
procedures and safeguards, data protection, judicial cooperation, technical issues, e-
evidence, etc. tailoring the content for each target group depending on its needs
towards acquiring specific knowledge on the EIO procedures and exchange of
evidences in the criminal context.

Moreover, TREIO Training is born to be modular and multifaced: together with the
Traditional training developed under WP2, TREIO also developed and online training
and an e-EDES simulator in order to allow both the traditional training and the online
training to rely on a "playing the game" platform for hands-on practice independently
from the implementation in the MS of the eEDES system.

This modular approach allowed to train different stakeholders of the judiciary during
the Project duration also taking into consideration their specific time/constraints
needs. The training is structured to follow the workflow of issuing and executing an
EIO using eEDES.

The development of the training has been based on a few assumptions:

a. The trainers participating in the training have considerable knowledge of
European legal assistance and cooperation in the judicial process and are
familiar with eEDES.
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b. While TREIO training activities are timed in line with the launch of eEDES in
Member States, these training materials can be used for EIO and eEDES
trainings even after the launch. They are prepared to be used for several cycles
of trainings in the coming years.

c. While training materials are up-to-date at time of the launch of the TREIO
training series, it is assumed that for any future use of these materials, while
preparing for the training, the trainer shall add examples and elements to the
training stemming from the national context (e.g. relevant national judgements
or national academic debates), from interpretations given by the European
Court of Justice in the coming years and/or from their own practical experience
when issuing or executing EIOs.

d. It is to be kept in mind that these materials have been originally prepared in
English. While the TREIO Team has striven for an accurate translation, it is the
responsibility of the trainer to check and at times revise the accuracy of the
translation of the materials in the respective national language. Trainers can
also adapt the content of these materials to better suit the needs and realities
of their national context.

e. The training materials take the text of the Directive as the basis for information.
Given that national laws implementing the Directive may at times differ , it is
important of a trainer, while preparing for the training session, to point out
possible differences to the trainees. These implementation differences may
have a significant effect on the way an EIO is EIO and/or executed.

f. Training materials presented herein are focused on the 'normal' workflow of
the issuing and executing an EIO using eEDES. A training based on these
materials could be complemented by a training session focused solely on
understanding the needs of other Member States when issuing or executing an
EIO that may be dictated from the national context of a Member State.

The general training objective of the training program presented below is to train
members of a judicial authority with the legal knowledge to issue and execute an EIO
using eEDES and to train others on the same topics. Thus, the training combines legal
aspects of the EIO with the use of the eEDES. The training explores the functionality
of the eEDES focusing on the legal consequences/implications of different steps in the
system's workflow.

More precisely, the training aims at the following learning outcomes:

a. Having a structured knowledge of EIO procedures
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b. Identify and overcome typical difficulties in the application of the EIO
c. Learn how to use the e-Evidence Digital Exchange System effectively.

At the end of the training, the participant should have gained a

e knowledge of European legal assistance and cooperation in the judicial process
and the contribution of the EIO in this context;

e knowledge and critical understanding of the core obstacles and how these can
be overcome in the issuing and execution of EIOs;

e high level of familiarity with the eEDES system;

e ability to pass on to others knowledge on the issuing and execution of an EIO
using eEDES in a structured manner.

4. TREIO Toolkit — Preliminary Draft

TREIO will develop a Training Toolkit and guidelines for all-round EIO training
adoption across EU along an Action Plan.

The Training Toolkit will be produced in English and it will include: the TREIO training
content (modules) on EIO and TREIO e-learning platform set-up information,
background materials for trainers and train-the-trainer (pedagogical) manual, model
feedback and evaluation form(s) and procedure(s) for continuous assessment.

The Action Plan for future trainings on EIO will provide the sustainability plan for
the adoption of the TREIO Toolkit, including lessons learnt, recommendations and
guidelines for carrying out training activities; thus, developing a mechanism for
multiplying the results achieved by TREIO in all 27 Member States. Moreover the
Action Plan will highlight the TREIO methodology of training into the judicial context
and its re-usability as well as actions forward for future steps on EIO training and
transferability of results to other legal instruments that will have to be put in place in
the near future.

The training created by the TREIO Project mainly relies upon 6 major tools which are
part of the TREIO Toolkit:
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a comprehensive set of training materials that could be tailored to both

professionals seeking in-depth training on EIO and professionals with extensive

day-to-day experience in this judicial cooperation instrument including 6

registered online international sessions;

e guidelines to each training session providing suggestions for carrying out the
training, detailed information and additional references on the content covered
and hands-on activities to activate learning on the eEDES;

o self-paced e-learning course based on TREIO training materials and
providing for real-time training modalities via the eEDES Simulator;

e an eEDES Simulator of the EIO business flow (with customized auto-
responder) and a full e-CODEX infrastructure to provide realistic message flows
among trainees.

e Description of the TREIO Community Building effort.

e Create a FAQs functionality organized per item

These training tools can be adopted from and in all EU MSs to organize their domestic
training on EIO. And this is facilitated by the fact that TREIO tools, are offered in
several languages.

The strategical approach of the TREIO Toolkit will be neutral: Judicial authorities of
the Member States are free to choose their own training strategy: they can decide to
go for the e-learning and combine it the use of the eEDES Simulator, or they can
choose to adopt the tradition training and combine it with the eEDES Simulator. They
could also adopt both traditional and e-learning in different environments or just give
to stakeholders of the training the option to choose which tool best fits their needs
and background.

Toolkit will be available by browsing this dedicated virtual space on the TREIO website
section with instructions and guidelines for each tool.

Training courses carried out during the project and
lessons learnt

A specific space will be devoted to share the experiences of the different TREIO
training carried out in the different MSs and the recording of these training will also
be available prior to the written consent by the authority interested.

Lessons learnt will be part of the guidelines in order to avoid mistakes.
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Trasferability and re-usability

The TREIO Toolkit will be freely and publicly available even if a registration is required
for the eEDES Simulator and the e-learning course in order to obtain credentials. The
training built up by TREIO is modular, each part can be used autonomously from the
others (Clickable Annex with the Options arose during the validation
Workshop). So, each stakeholder can decide how to organize its training into its
national context by combining the different tools that are available into the Toolkit.

The TREIO Toolkit has been realized with the aim to be transferable and re-usable.

As to the re-use the Toolkit and its tools can be re-used to carry out training in all
member States for all judicial authorities dealing with EIO also after the Project comes
to an end. As to national implementation of the TREIO training to be realized in the
future please note that:

As to transferability the TREIO Toolkit presents a tailored made training
methodology and strategy to be adopted and implemented for carrying out
training in the digital justice domain when introducing a new Legal instrument (i.e.
for SoD, and ?)

Here below is described the preliminary structure of the TREIO Toolkit

WP Tool Who can use it / | Miscellaneous
Different
Thinking Paths
4-5 Frontpage: End users Access via www.
description of the | Trainers treio.eu
toolkit Competent
Authorities
Policy makers
4-5 Follow up and End users Access via www.
transferability of Trainers treio.eu
the Toolkit and Competent
future use of the Authorities
tools Policy makers
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2 Traditional End users Access via www.,
Training Trainers treio.eu
materials Competent
12 Module Authorities
Text+PPTs

2 Guidelines for ppts | Trainers Access via www.

treio.eu

2+3 Link with End Users Access via www.
simulator + Trainers treio.eu
exercises prepared
in e-learning

2 Instructions on Trainers Access via www.
training treio.eu

2 Additional End Users Access via www.
Resources Trainers treio.eu

- Recordings | Competent
of training Authorities
sessions Trainers

- Recording of
6
International
Sessions

- Reading
materials

- Case law

- Eventsin
July 2023

4 Explanation on End users Access via www.
how to use the Trainers treio.eu
training Competent

Authorities

3 E-learning End users Access
platform Trainers requirements

- Short Competent Subscribing to

- Long/full Authorities training

3 Simulator End users Access

Trainers requirements
Competent Subscribing to
Authorities training
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4 Explanation on Trainers On how it was
how to use the Competent upgraded;
training Authorities additional

scenarios can be
added and how;
(from D3.1)

3 SCORM package Trainers Access
For transfer to Competent requirements
another e-learning | Authorities Fill in form on
platform TREIO website

3 Developers' files Competent Access
(including story Authorities requirements
boards) Fill in form on

TREIO website

4 Guidelines: Trainers From WP3
Explanation on Competent deliverables — how
how to use the Authorities to.
training

2-3-4-5 Lessons Learnt Trainers From training

Competent experiences
Authorities

5 TREIO FAQs List of questions From WP2-3-4-5

functionality organized per
TREIO Item

4 TREIO Action Trainers From WP2-3-4-5

Plan Competent
Authorities
Conclusions

The Preliminary vision of the TREIO Toolkit as described above will go for a validation
Process with relevant stakeholders during the Validation Workshop and events.

Feedback received will be reported into deliverable D4.2 and integrated into the TREIO
Toolkit final version and Action Plan (Deliverable D4.3).
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